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Overview 
•The JASMIN website 
•Registering as a CEDA user 
• SSH Public Key Authentication 
• Generating a pair of SSH keys 
• Applying for an account on JASMIN/CEMS 
• Applying for access to project resources  
• Your IP address  
• Login session 
• Transferring data to and from JASMIN 
• Help and information 
 



The JASMIN website 

http://www.jasmin.ac.uk  

Hover over this item in 
top bar to see all access 

documentation 

http://www.jasmin.ac.uk/


Register Register 
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SSH key pair 

Share public 
SSH key 

If you just need to 
download data from the 

BADC or NEODC archives, 
keep straight on! 

If you need access to login 
resources provided by 
JASMIN/CEMS, carry out 
these additional steps 

No 

Yes 

Create your CEDA account. 
If you already have a BADC 
or NEODC account, this is a 
CEDA account. 

Remember to protect your 
private key with a strong 
passphrase known only to 
you. 

Copy & paste your public 
key into your CEDA account 
user details. 

Resources include: 
- Restricted datasets 
- JASMIN login 
- CEMS login 
- Group Work Spaces (GWs) 
- Virtual Machines (VMs) 

SSH 
access 

needed? 



Are you a registered CEDA User ?  
•You must be a CEDA registered user to get a JASMIN 
or CEMS login.  
 

•Existing BADC or NEODC accounts are now CEDA 
accounts 
 

•The same CEDA account also gives access to 
unrestricted BADC and NEODC datasets and allows 
you to submit jobs to the LOTUS computing cluster 
 

•Registration is once and for all – no need to re-
register when applying for additional access to 
resources 

 



Registering as a new CEDA User 
Go to: http://services.ceda.ac.uk/cedasite/myceda/user/ 
 

http://services.ceda.ac.uk/cedasite/myceda/user/


 

Problems with registering? Contact (support@ceda.ac.uk) 

Providing Your User Details 

mailto:support@ceda.ac.uk


Checking and updating your user details 
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What is ssh public key authentication? 
• An alternative means of identifying yourself to a 

login server instead of typing a password 
 

• More secure and more flexible, but 
– perhaps less familiar to some users 
– takes longer to set up initially 

 

• Consists of a “key pair” – one public and one 
private 
 



SSH Authentication 

Image credit: http://blakesmith.me/2010/02/08/understanding-public-key-private-key-concepts.html  
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Generating SSH public/private key pair 
 
• Method depends on your computer’s operating 

system (Linux, Windows or Mac) 
 

• Detailed instructions at 
http://www.jasmin.ac.uk/workflow/ssh-keys/ 
 

• Once the keys are generated, update your 
myCEDA page with your public key 
 

http://www.jasmin.ac.uk/workflow/ssh-keys/
http://www.jasmin.ac.uk/workflow/ssh-keys/
http://www.jasmin.ac.uk/workflow/ssh-keys/
http://www.jasmin.ac.uk/workflow/ssh-keys/


Checking and updating your user details 

Use the “Edit” 
button 



Copy and 
paste your 
public key  

Use the 
“Save” button 



Generating SSH public/private key pair 
Linux/Mac 
• Use the ssh-keygen command 
 $ ssh-keygen -t  rsa  -C  "your email address“  –f  ~/.ssh/id_rsa_jasmin 

• You will be prompted to enter a passphrase. 
    Please do so! 
• The result will be two files in your $HOME/.ssh  

directory 
– id_rsa_jasmin 
– id_rsa_jasmin.pub 

• Copy and paste the contents of id_rsa.pub into your 
MyCEDA account 

PUBLIC  KEY 



Generating SSH public/private key pair 
Windows 
• Download and run the PuTTYgen tool 

(http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html) 

 

Click on “Generate” 

Select SSH-2 RSA 

http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html
http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html
http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html


Generating SSH public/private key pair 
Windows 
 Use the mouse to 

move the cursor 
randomly in this space 
until the progress bar 

reaches 100% 
 



Generating SSH public/private key pair 
Windows 

Enter and 
confirm the 

passphrase to 
protect your 
private key 

Click “Save 
private key” 
with .ppk file 

extension 

Copy and 
paste the 
public key 

string into a 
text file 

Paste the 
public key 
into your 
MyCEDA 
account 

Close 
PuTTYgen 
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Applying for an account on JASMIN/CEMS 
• Users working in the atmospheric science 

community should apply for a JASMIN account: 
http://www.jasmin.ac.uk/workflow/get-jasmin-account/ 

 
• Users working in the Earth observation community 

should apply for a CEMS account: 
http://www.jasmin.ac.uk/workflow/get-cems-account/ 

 
• Or simply go to http://www.jasmin.ac.uk/  and 

choose from the “Get Access” menu (top bar) 
 

http://www.jasmin.ac.uk/workflow/get-jasmin-account/
http://www.jasmin.ac.uk/workflow/get-cems-account/
http://www.jasmin.ac.uk/


Applying for an account on JASMIN/CEMS  
• Read the terms and conditions and click “Apply”  
 

• Notifies CEDA help desk that you have requested 
access to the computing facilities 
 

• Provide IP address (only necessary in some cases) 
 

• Help desk staff will arrange for your login account 
to be created. They will contact you by email if any 
further information is needed. 
 

• To make practical use of JASMIN/CEMS you will 
then need to apply for access to further resources 



IP Address 
• Due to firewall restrictions, you can only connect  
to JASMIN  if  CEDA has the IP address or hostname  
of the machine you are logging in from 
 

• Often the domain name (e.g. myuniversity.ac.uk) 
will already be on our “whitelist”. (This is true for 
the Met Office) 
 

•You are required to connect from a host with a 
reverse DNS lookup – check this by going to: 
http://www.lawrencegoetz.com/programs/ipinfo/ 
 

• Email your IP address to the CEDA Helpdesk: 
support@ceda.ac.uk  
 

http://www.lawrencegoetz.com/programs/ipinfo/
mailto:support@ceda.ac.uk


Applying for access to project resources 
 
• Group workspaces 
http://www.jasmin.ac.uk/workflow/apply-group-
workspace/ 
 

• Dedicated project Virtual Machines 
http://www.jasmin.ac.uk/workflow/apply-for-dedicated-
virtual-machine/ 
 

• Or simply go to http://www.jasmin.ac.uk/  and 
choose from the “Get Access” menu 
 

• Applications automatically forwarded to associated 
authorizer, who will instruct CEDA whether or not to 
grant you access to the resource 
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Login session 
Linux/Mac 
• First  you need to tell your own machine to use 

your private ssh key 
      $ exec   ssh-agent   $SHELL    
      $ ssh-add   ~/.ssh/id_rsa_jasmin 
 
• Enter your passphrase when prompted 



Login session 
Linux/Mac 
• Login first to jasmin-login1 or cems-login1  
$ ssh  -A  <userid>@jasmin-login1.ceda.ac.uk 
$ ssh  -A  <userid>@cems-login1.cems.rl.ac.uk 
 

• Next, login to the machine where you will carry out 
your work: 
 

$ ssh  <userid>@jasmin-sci1.ceda.ac.uk 
$ ssh  <userid>@<yourVM> 
$ ssh  <userid>@nrt-ash.cems.rl.ac.uk 
[Optionally, you can forward an X-connection by 
adding the “-X” argument] 
 

 



Login session 
Windows 
 

• Pageant is an SSH Authentication Agent for 
Windows 
 

• Install and start the Pageant application, click 
the Add key button and select your SSH private 
key file (the .ppk file created by PuTTYgen) 
 

• Click Close. The Pageant session will remain 
open (with the Pageant icon in the Notification 
Area of the Taskbar). 
 

Pageant: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html  

http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html


Login session 
Windows 
• Use PuTTY to connect to a remote host via SSH 

 

Select the ‘SSH’ 
connection type 

Fill in  your username and 
the hostname you are 
connecting to, eg,  
<userid>@jasmin-
login1.ceda.ac.uk 

PuTTY: http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html  

http://www.chiark.greenend.org.uk/%7Esgtatham/putty/download.html


Login session 
Windows 
• Configure PuTTY to "Allow agent forwarding" before 

opening the ssh session (use: Connection  SSH  
Auth) 
 

• Click “Open” to start the ssh connection 
 

• A linux style terminal window will appear which you 
can use to log in to your analysis machine: 

    $ ssh  <userid>@jasmin-sci1.ceda.ac.uk 
 

• PuTTY allows connections to be configured in great 
detail.  See the documentation for more details. 
 

http://www.jasmin.ac.uk/workflow/logging-on-to-jasmin/logon-windows/%23ref:putty


Transferring data to and from JASMIN 
• Direct file transfers to/from group workspaces 

can only be done using hosts: 

     jasmin-xfer1.ceda.ac.uk 
      cems-xfer1.cems.rl.ac.uk 
 
• For linux or Mac use rsync or scp to transfer files 

using an ssh connection 
 

[N.B. The destination directory must already exist] 
 



Transferring data to and from JASMIN 
Linux/Mac 
Rsync example: 
 
 $ exec   ssh-agent   $SHELL 
 $ ssh-add   ~/.ssh/id_rsa_jasmin 
 $ rsync   myfile   <userid>@jasmin-
xfer1.ceda.ac.uk:/group_workspaces/jasmin/<my
project>/<mydir>/ 
 

 
 



Transferring data to and from JASMIN 
Windows 
• Use WinSCP: 

http://winscp.net/eng/download.php  
• Easy to use Graphical User Interface as shown 

at: 
    http://winscp.net/eng/docs/interfaces  
 

• The simplest method is to start WinSCP and 
then click to create a "New" session 

http://winscp.net/eng/download.php
http://winscp.net/eng/docs/interfaces


Transferring data to and from JASMIN 

hostname 

username 

Path to 
private key 
file (.ppk) 

SCP 



Transferring data to and from JASMIN 

For large data transfers to/from remote sites, you may 
choose to use a tool that runs parallel transfer 
processes such as Bbcp or GridFTP:  
 

Using Bbcp 
http://proj.badc.rl.ac.uk/cedaservices/wiki/JASMIN/Bbcp  

 
Using GridFTP 
http://proj.badc.rl.ac.uk/cedaservices/wiki/JASMIN/GridFTP  
 

 
 

http://proj.badc.rl.ac.uk/cedaservices/wiki/JASMIN/Bbcp
http://proj.badc.rl.ac.uk/cedaservices/wiki/JASMIN/GridFTP


High Performance transfer service 

• Users can apply for the access to the 
JASMIN/CEMS High Performance data transfer 
service: 

http://www.jasmin.ac.uk/workflow/apply-high-
performance-transfer/  
 

• Or simply go to http://www.jasmin.ac.uk/  
and choose from the “Get Access” menu 

 

http://www.jasmin.ac.uk/workflow/apply-high-performance-transfer/
http://www.jasmin.ac.uk/workflow/apply-high-performance-transfer/
http://www.jasmin.ac.uk/


Information and Help  
• CEDA maintains a distribution-only mailing list for 
all JASMIN Users 
 

• New JASMIN users are automatically subscribed 
 

• Used to inform of new services or warn of 
upcoming service disruption 
 

• All JASMIN enquiries should be sent to CEDA help 
desk: 
– Email: support@ceda.ac.uk 
– Twitter: @CEDAnews 
– Phone/Voicemail: +44 (0) 1235 44 64 32 

 
 
 

 

mailto:support@ceda.ac.uk
http://twitter.com/cedanews
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